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Introduction

Symantec has established the most
comprehensive source of Internet threat
data in the world through the Symantec™
Global Intelligence Network, which is made
up of more than 41.5 million attack sensors

and records thousands of events per second.

This network monitors threat activity in
over 157 countries and territories through
a combination of Symantec products and
services such as Symantec DeepSight™
Threat Management System, Symantec™
Managed Security Services, Norton™
consumer products, and other third-party
data sources.

In addition, Symantec maintains one of the world’s most
comprehensive vulnerability databases, currently consisting of
more than 60,000 recorded vulnerabilities (spanning more than
two decades) from over 19,000 vendors representing over 54,000
products.

Spam, phishing, and malware data is captured through a variety
of sources including the Symantec Probe Network, a system

of more than 5 million decoy accounts, Symantec.cloud, and
anumber of other Symantec security technologies. Skeptic™,
the Symantec.cloud proprietary heuristic technology, is able

to detect new and sophisticated targeted threats before they
reach customers’ networks. Over 8.4 billion email messages

are processed each month and more than 1.7 billion web
requests filtered each day across 14 data centers. Symantec also
gathers phishing information through an extensive anti-fraud
community of enterprises, security vendors, and more than 50
million consumers.

Symantec Trust Services provides 100 percent availability and
processes over 6 billion Online Certificate Status Protocol (OCSP)
look-ups per day, which are used for obtaining the revocation
status of X.509 digital certificates around the world. These
resources give Symantec analysts unparalleled sources of data
with which to identify, analyze, and provide informed commen-
tary on emerging trends in attacks, malicious code activity,
phishing, and spam. The result is the annual Symantec Internet
Security Threat Report, which gives enterprises, small business-
es, and consumers essential information to secure their systems
effectively now and into the future.



p.5

Symantec Corporation
Internet Security Threat Report 2014 :: Volume 19

Executive Summary

One of the major challenges for government in 2013 has been how to prepare for attacks
against the supply chain that have increased in sophistication throughout the year. In the last
ISTR, Symantec identified a growing shift towards highly targeted malware attacks being sent
in email to small-to-medium-sized businesses, which now appears to have reached a plateau.
Moreover, although the overall volume of such email-based attacks overall has returned to

2011 levels, they have become much more subtle and harder to identify without the right
technology in place. The frontline in these attacks is still moving along the supply chain;
meanwhile, large enterprises may be targeted through web-based “watering-hole” attacks
should email-based spear-phishing attacks fail to yield the desired results.

For the past decade, the threat landscape has been very aware of highly targeted attacks,
most notably the carefully targeted spear-phishing emails that rely on sophisticated social
engineering as well as state-of-the-art malware; however, this landscape is shifting and the
nature of the attacks are less defined by their tactics, and more by their outcome. So when we
narrow our focus on only the email aspect of targeted attacks, we may be blind to the other
means by which breaches occur, such as the use of social media and watering-hole attacks.

The most important trends in 2013 were:

Data Breaches, Privacy and Trust

With privacy issues and data breach revelations dominating

the headlines not only in the industry media, but also in the
mainstream press, 2013 has sounded a loud clarion call for
people and businesses to take a more serious look at their online
information, and to keep it private and secure. The headlines

in 2013 were not only peppered by the revelations about how
governments were keeping track of their citizens online, but also
increasingly dominated by the large number of data breaches
and even larger volume of identities being leaked.

In 2013, the number of data breach incidents increased by 62
percent since 2012, with the number of online identities being
exposed growing by as much as five times. It’s no longer a
matter of having a secure password, but who you trust to keep
your credentials safe and secure. The number of incidents that
resulted in 10 million or more identities being exposed was
eight, compared with five in 2012. The most common cause

of breach incidents was hacking, which was the reason for 35
percent of the incidents recorded in the Norton Cybercrime

Index for 2013. Moreover, accidental disclosure and theft or loss
of a device were close behind, making up 28 and 27 percent of
breaches, respectively.

Fundamentally, the number of breach incidents is higher than
ever before, and the challenge for organizations and individu-
als alike is to make sure they do not become counted in the

next wave of statistics. Among the greatest concerns is who

has access to sensitive data, and how that data may be used. A
security breach at a major organization may have serious conse-
quences not only for itself but also for its customers; personal
information stolen in an online hack may later be used in the
commission of fraud or to gain unauthorized access to online
accounts.

As a result, the adoption of encryption technology is likely to
grow in 2014/15, not only for use in securing data on devices,
but also for securing online transactions. The use of personal
VPN is already growing, as concerned users become wary about
the traffic that may be exposed through their Wi-Fi hotspot.
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Executive Summary

VPNs are not new, but they have traditionally been the preserve
of businesses seeking to safeguard its employees’ data when
working remotely. Newer and faster encryption protocols will
also be in demand, so even if your data is exposed or your device
falls into the wrong hands, you can be assured that it cannot be
exploited by the criminals.

The Value of Data

The threat from governments potentially gathering our personal
data in the routine business of safeguarding our national
security was a major concern to many individuals and busi-
nesses. In 2013 the value of our data was also being challenged
by cybercriminals, who were escalating the stakes to see how
much financial value we put on our own data. Ransomware-type
malware volumes increased by 500 percent from 100,000 to over
600,000 by the end of the year, an increase of over six times its
previous level.

As more and more personal data is online and in the cloud than
ever before and consumers are sharing more data with each
other, businesses and governments have to routinely handle
massive quantities of personal information safely. But do the
owners of this data take sufficient protective measures to
safeguard the data on their own computers and devices? Cyber-
criminals are increasingly seeing the value of this information
for financial crime, identity theft, and other acts of fraud.
Personal data is a very attractive commodity for cybercrimi-
nals, who have developed business models to sell them. Huge
amounts of personal data is being harvested and sold to other
malicious parties, details including names, addresses, social
security numbers, health insurance details, and credit card
information.

One of the biggest breaches this year was caused by an attack
against a major retailer’s point of sale (PoS) system. These
systems handle customer transactions through cash or credit
cards. When a customer swiped their credit or debit card at

a PoS system, their data was sent through the company’s
networks in order to reach the payment processor. Depending on
how the system was set up, attackers could take advantage of a
number of flaws within these networks to ultimately steal their
targeted data.

Targeted Spear-Phishing Emails

In 2012, we saw increasing numbers of targeted attacks using
email, but when these attacks were thwarted the attackers would
intensify their volume, perhaps change the social engineering,
or change the exploits, or even adapt the malware. But in 2013,
if a spear-phishing attack was unsuccessful, after a few attempts
the attacker may be more likely to shift to a different tactic alto-
gether such as a watering hole attack, or baiting the intended
target by seeking to connect with them over social media.

The largest percentage of email-based spear-phishing attacks
overall were still being directed at large enterprises (comprised
of over 2,500 employees) at 39 percent compared with 50
percent in 2012, the industry sector most targeted in 2013 was
Government and Public Sector (a.k.a. Public Administration),
and accounted for 16 percent of all targeted spear-phishing
email attacks blocked in 2013, compared with 12 percent in
2012.

In 2013, targeted email attacks aimed at Small Businesses
(1-250) accounted for 30 percent of all such attacks blocked by
the company, compared with 31 percent in 2012 and 18 percent
in 2011. Despite the overall average being almost unchanged,
the trend through the year reveals that the proportion of attacks
against small businesses has increased throughout the year,
peaking at 53 percent in November.

Watering-Hole Attacks and Exploiting
Zero-Day Vulnerabilities

Watering-hole attacks were first described in the 2012 Symantec
Internet Security Threat Report (ISTR), and as a threat they can
be among the most dangerous. Watering holes are legitimate
websites that have been compromised, but not by cybercrimi-
nals who have planted a traditional web-attack toolkit, such as
Blackhole or Cool Exploit Kit; rather these websites are trapped
with exploits for as yet undiscovered zero-day vulnerabilities.
Once these exploits are discovered and the vulnerabilities
patched, the perpetrators will quickly adapt by using another
exploit for another zero-day. As these attacks rely on zero-day
vulnerabilities in order to go undiscovered, it is all the more
worrying to report an increase in the number of zero-day
vulnerabilities from 14 in 2012 to 23 in 2013. There were more
zero-day vulnerabilities discovered in 2013 than in any previous
year since Symantec began tracking them, and more than the
past two years combined.
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For 2013 the majority of attacks using zero-day vulnerabilities
focused on Java. Not only did Java hold the top three spots in
exploited zero-day vulnerabilities, it was responsible for 97
percent of attacks that used zero-day vulnerabilities after they
were disclosed. When looking at the top five zero-day vulnera-
bilities, the average exposure window between disclosure and an
official patch was 3.8 days, comprising a total of 19 days where
users were left exposed.

Compromising a legitimate website may seem to be a challenge
for many, but vulnerability scans of public websites carried

out in 2013 by Symantec’s Website Security Solutions division
found that 77 percent of websites contained vulnerabilities. Of
these, 16 percent were classified as critical vulnerabilities that
could allow attackers to access sensitive data, alter the website’s
content, or compromise visitors’ computers. This means that
when an attacker looks for a site to compromise, one in eight
sites makes it relatively easy to gain access.

Social Networking and Mobile Threats

Some of the most popular applications used on mobile devices
are for social networking, and as the various social networking
sites vie for our attention, new ones continue to emerge. These
are quickly adopted by teenagers and young adults, who have
little sense of loyalty to some of the more established networks,
which are increasingly being dominated by the older generations
and their parents. In 2013, cybercriminals have sought to exploit
the data we share online through social media, and as these sites
become increasingly interconnected the security of our data

and personal information online becomes more important than
ever. Fake offers dominated the social media landscape in 2013,
making up 81 percent of all social media related attacks, up from
56 percent in 2012.

Furthermore, the greatest risk for a compromised mobile device
was being spied on; this tactic was found in 60 percent of mobile
threats in 2013 compared with 20 percent in 2012. Approximate-
ly 36 percent of malware was designed to steal data in 2013,
compared with 46 percent in 2012. The individual can be spied
on through the collection of SMS messages or phone call logs,
tracking GPS coordinates, recording phone calls, or by gathering
photos and video taken with the device.

Social networking also has an important role to place in the
social engineering tactics employed in some targeted attacks,
and not only by the cyber-criminals as revealed in some of the
documents published by Edward Snowden in 2013. For example,

a potential target may be exposed to a malicious social media
profile that could result in malware being deployed on their
computer. Social media also enables a potential attacker to

find out who works for a targeted organization using profes-
sional social networking sites, such as LinkedIn. IT and network
administrators may be the most attractive targets because of
the type of privileged information they may have access to, due
to the nature of their roles. It’s through these and other means
that watering-hole attacks could be expected to take the place of
the more traditional email-based attacks.

Internet of Things

There has been much talk of the “Internet of Things” (or IoT) in
2013, and the first signs of attacks intended for these emerging
technologies appeared in 2013. The IoT is the name given to
the idea that more devices are being connected to the Internet
beyond the traditional computers: Consoles, tablets and mobile
devices, smart TVs and refrigerators, cameras, home security
systems, and baby monitors. IoT is the way the Internet is
moving, and people are as likely to become connected through
tablets and smartphones as laptops and PCs, and more people
will be watching TV streamed across the Internet into their
living rooms rather than on their computers. As the popular-
ity of these previously “dumb” devices increases, so will the
attention they garner from security researchers. As vulner-
abilities are discovered in recently-innovated internet-enabled
devices, the challenge of applying patches to fix them will grow.

E-crime

In 2013 much of the efforts of cybercriminals were narrowed to
carving out particular areas of focus for e-crime related activi-
ties. These criminals found themselves with a great deal to
choose from; some administered web attack toolkits while others
rented out botnets to third parties. Spam campaigns shifted
further away from the traditional pharmaceutical spam, exploit-
ing people’s desires and needs with more adult-orientated spam.
Ransomware, which grew by 500 percent (an increase of six
times) in 2013 was perhaps the most notable and brazen growth
areas in 2013. Cyber-criminals directly extorted money from
users by holding their personal data as hostage for ransom, and
even adopting alternative and anonymous payment systems
such as Bitcoin.
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O 1 January

Elderwood Project found using new
Internet Explorer Zero-Day Vulner-
ability (CVE-2012-4792)

Java Zero-Day found in Cool Exploit
Kit (CVE-2013-0422)

Android.Exprespam potentially
infects thousands of devices

Backdoor.Barkiofork used to target
Aerospace and Defense industries

O 2 February

Bamital botnet taken down

Adobe zero-day used in “LadyBoyle”
attack (CVE-2013-0634)

Cross-platform toolkit for creating
the remote access tool (RAT)
“Frutas” discovered

Fake Adobe Flash update discovered
installing ransomware and perform-
ing click fraud

Bit9 suffers security breach, code-
signing SSL certificates stolen

03..

Android Malware spams victims’
contacts

“Facebook Black” scam spreads on
Facebook

Blackhole Exploit Kit takes
advantage of financial crisis in
Cyprus

Several South Korean banks and
local broadcasting organizations
impacted by cyber attack.

04...

#Oplsrael hacktivism campaign
targets Israeli websites

NPR, Associated Press, and various
Twitter accounts hacked by Syrian
Electronic Army (SEA)

Distributed Denial of Service attacks
hit Reddit and European banks

WordPress plugin vulnerability
discovered, allowing PHP injection

LivingSocial resets passwords for 50
million accounts after data breach

05May

A US Department of Labor website
becomes victim of a watering-hole
attack

Cybercriminals steal more than $1
million from a Washington state
hospital

SEA hacks twitter accounts of The
Onion, E! Online, The Financial
Times, and Sky

New Internet Explorer 8 Zero-Day
Vulnerability used in watering-hole
attack (CVE-2012-4792)

#0OpUSA hacktivism campaign
launches against US websites

Seven men were arrested in New
York in connection with their role
in international cyber attacks which
resulted in theft of $45 million
across 26 different countries.

006...

Microsoft and FBI disrupt Citadel
botnets

A surveillance scandal emerges
in the United States, as a former
Government security contractor
releases classified documents

Zero-day vulnerability found in most
browsers across PC, Mac, mobile, and
game consoles

Anonymous launches #OpPetrol
attack on international oil and gas
companies

65 websites compromised to host
malicious ads with ZeroAccess
Trojan

FakeAV discovered on Android
phones

07.,

Ubisoft hacked: user account infor-
mation stolen

France caught up in PRISM scandal
as data snooping allegations emerge

New exploit kit targets flaws in
Internet Explorer, Java, and Adobe
Reader

FBI-style ransomware discovered
targeting OSX computers

Android Master Key vulnerability
used in the wild

Viber and Thomson Reuters latest
victims of SEA attacks
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2013 SECURITY TIMELINE

2013 Security Timeline

O 8August

+ Channel 4 blog, New York Post,
SocialFlow, Washington Post, New
York Times, impacted by SEA attacks

* DNS hijack caused thousands of sites
to redirect users to exploit kit

+ Two new ransomware scams found:
One that changes Windows login
credentials on Chinese systems,
another that takes advantage of the
NSA PRISM controversy

+ TFake ‘Instagram for PC’ leads to
survey scam

+ Attackers targeted banks’ wire
payment switch to steal millions

» Francophoned social engineer-
ing ushers in a new era of targeted
attacks

O 9September

 Syrian Electronic Army compro-
mises US Marine Corps’ website, Fox
Twitter accounts, supposedly using
Mac Trojan

» ATMs discovered that dispense cash
to criminals

+ Ransomware called “Cryptolocker”
surfaces that encrypts victims’ files
and demands payment to decrypt
them

« Symantec lifts lid on professional
hackers-for-hire group Hidden Lynx

» Belgian telecom compromised in
alleged cyber espionage campaign

+ Symantec Security Response
sinkholes ZeroAccess botnet

1 OOctober

» The Silk Road marketplace taken
offline, resurfaces by end of month

» SEA attacks GlobalPost and Qatar
websites, US Presidential staff
emails

+ Adobe confirms security breach, 150
million identities exposed

+ Blackhole and Cool Exploit Kit
author arrested

» WhatsApp, AVG, Avira defaced by
hacker group KDMS

»  New ransomware demands Bitcoins
for decryption key

1 1 November

Second Android master key vulner-
ability discovered

« Microsoft zero-day vulnerability
being used in targeted attacks and
e-crime scams (CVE-2013-3906)

» SEA hacks VICE.com in retaliation
for article that supposedly names
members

+ Anonymous claims to have hacked
UK Parliament Wi-Fi during London
protest

« Linux worm that targets “Internet of
Things” discovered

« Target confirms data breach leading
to the exposure of 110 million
identities.

1 2 December

Data of 20 million Chinese hotel
guests leaked

Cross-site scripting vulnerability
found in wind turbine control appli-
cation

Imitation versions of Cryptolocker
discovered, attempt to capitalize on
original’s success

105 million South Korean accounts
exposed in credit card security
breach
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2013 IN NUMBERS
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2013 IN NUMBERS

Breaches

Breaches With More Than 10 Million
|dentities Exposed

Top-Ten Types of Information Breached

01 )Rél Naﬁ/ 7. 7

02 Birth Dates// // ‘
- —

03 Gov /2

04 Home Addre;s/

05 Medical Re/c;;// v

06 Phone NU&W// /
07 Financiabﬁfor 7
08 EmaiIAdd;‘n;{es//// / 7

09 Useryaées//ék//% wo ‘A:
10 Insurance //

e Mega Breaches were

data breach incidents
that resulted in the
personal details of

at least 10 million
identities being exposed
in an individual incident.
There were eight in
2013, compared with
only one in 2012.
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Breaches

2013 IN NUMBERS

Total Total Identities N
Breaches Exposed

253 552 icn

2013 2013

+62% +493%

Average ldentities Exposed / Breach A

I 2,181,891
7 +261%

Median Identities Exposed / Breach

il 6,777

Hacking continued to

be the primary cause

of data breaches in
2013. Hacking can
undermine institutional
confidence in a
company, exposing its
attitude to security and
the loss of personal data
in a highly public way
can result in damage

to an organization’s
reputation. Hacking
accounted for 34
percent of data breaches
in2013.

In 2013, there were
eight data breaches
that netted hackers
10 million or more
identities, the largest
of which was a massive
breach of 150 million
identities. In contrast,
2012 saw only one
breach larger than 10
million identities.

Although overall average
size of a breach has
increased, the median
number of identities
stolen has actually fallen
from 8,350in 2012 to
6,777 in 2013. Using
the median can be
helpful in this scenario
since it ignores the
extreme values caused
by the notable, but rare
events that resulted in
the largest numbers of
identities being exposed.
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2013 IN NUMBERS

Spam

Overall Email Spam Rate

660/0

%, _30/0
4‘}/4% /%//// pts

Estimated Global Email Spam Volume / Day

' ! 29 sillion

_3 %

Pharmaceutical Email Spam

18°/o%

Adult / Sex / Dating Email Spam

700/0
+15%
2012 m 2

Approximately 76
percent of spam email
was distributed by
spam-sending botnets,
compared with 79
percent in 2012.
Ongoing actions to
disrupt a number of
botnet activities during
the year have helped
to contribute to this
gradual decline.

In 2013, 87 percent

of spam messages
contained at least

one URL hyperlink,
compared with 86
percentin 2011, an
increase of 1 percentage
point.

Adult Spam dominated
in 2013, with 70 percent
of spam related to adult
content. These are often
email messages inviting
the recipient to connect
to the scammer through
instant messaging, or

a URL hyperlink where
they are then typically
invited to a pay-per-
view adult-content web
cam site. Often a bot
responder, or a person
working in a low-pay,
offshore call center
would handle any IM
conversation.
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2013 IN NUMBERS

Number of Bots

Il 2.3 0
%

iy /

Email Malware as URL

Ema|| VIFUS Rate Smaller Number = Greater Risk

2013 1 1\ 196

Ema|| Ph|Sh|ng Rate Smaller Number = Greater Risk

2013 1 IN 392

250/0%
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Bot-infected computers,
or bots, are counted if
they are active at least
once during the period.
Of the bot-infected
computer activities

that Symantec tracks,
they may be classified
as actively-attacking
bots or bots that send
out spam, i.e. spam
zombies. During 2013,
Symantec struck a
major blow against the
ZeroAccess botnet. With
1.9 million computers
under its control, it is
one of the larger botnets
in operation at present.
ZeroAccess has been
largely used to engage in
click fraud to generate
profits for its controllers.

In 2013, more email-
borne malware
comprised hyperlinks
that referenced
malicious code,

an indication that
cybercriminals

are attempting to
circumvent security
countermeasures by
changing the vector
of attacks from purely
email to the web.

71 percent of phishing
attacks were related

to spoofed financial
organizations, compared
with 67 percent in
2012. Phishing attacks
on organizations in the
Information Services
sector accounted for
22 percent of phishing
attacks in 2013
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2013 IN NUMBERS

Mobile

Android Mobile Average Number of
Malware Families Variants Per Family

57 57

2013 2013

-45% +50%

Total Android Mobile Malware Variants

i 3,262

Mobile Vulnerabilities

¥ 127

*

Currently most
malicious code for
mobile devices consists
of Trojans that pose as
legitimate applications.
These applications are
uploaded to mobile
application (“app”)
marketplaces in the
hope that users will
download and install
them, often trying to
pass themselves off

as legitimate apps or
games.

Attackers have also
taken popular legitimate
applications and added
additional code to

them. Symantec has
classified the types of
threats into a variety

of categories based on
their functionality

Symantec tracks the
number of threats
discovered against
mobile platforms by
tracking malicious
threats identified by
Symantec’s own security
products and confirmed
vulnerabilities
documented by mobile
vendors.



p. 17

Symantec Corporation
Internet Security Threat Report 2014 :: Volume 19

2013 IN NUMBERS

Web

e Approximately 67

. - . percent of websites used
New Unique Malicious Web Domains to distribute malware
were identified as
legitimate, compromised

%
il 56,158
‘ 9 e 10 percent of malicious
4 website activity was
classified in the
Technology category, 7

percent were classified
in the Business category
and 5 percent were
classified as Hosting.

e 73 percent of browser-
based attacks were
found on Anonymizer
proxy websites,

Web AttaCkS BlOC ked Per Day similarly, 67 percent

of attacks found on

Blogging websites

j
4 ; .
9 exploits.

A s

%
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2013 IN NUMBERS

Targeted Attacks - Spear Phishing

TARGETED ATTACKS

SPEAR PHISHING

Spear-Phishing Attacks
by Business Size

Large
Enterprises

2,501+
Employees

Medium
Business
251 to 2,500

Small

ITNIESS
(SMB)
1to 250

1

1

Risk of
Being
Targeted

1n2.3

e Targeted attacks aimed

at Small Businesses
(1-250) accounted for
30 percent of targeted
spear-phishing attacks.
1in 5 small business
organizations was
targeted with at least
one spear-phishing
email in 2013.

e 39 percent of targeted

spear-phishing attacks
were sent to Large
Enterprises comprising
over 2,500+ employees.
1in 2 of which were
targeted with at least
one such attack.

e The frontline in these

attacks is moving along
the supply chain and
large enterprises may
be targeted though web-
based watering-hole
attacks should email-
based spear-phishing
attacks fail to yield the
desired results.
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2013 IN NUMBERS

Industries at Greatest Risk m
of Being Targeted by Spear Phishing

Mining 1IN 2.7

Public Administration (Gov.) 1 IN 3.1

Manufacturing 1 IN 3.2

Top Industries Attacked by Spear Phishing m

Public Administration (Government)

16%

Services — Professional

- s

Services — Non-Traditional

D 14

e Approximately 1 in

3 organizations in

the Mining, Public
Administration and
Manufacturing sectors
were subjected to at
least one targeted spear-
phishing attack in 2013.

e The Government and

Public Sector (aka.
Public Administration)
accounted for 16
percent of all targeted
spear-phishing email
attacks blocked in 2013,
compared with 12
percentin 2012.
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Targeted Attacks - Spear Phishing

Spear-Phishing Emails Per Day

-28°%

Spear-Phishing Email Campaigns

Campaignsin 2013 +91%

Recipients Per Campaign -79%

Attacks Per Campaign -76%

3X
Average Time of Campaign than 2012

Attackers may target
both the personal and
professional email
accounts of individuals
concerned; a target’s
work-related account

is likely to be targeted
more often and is known
as spear phishing.

Over the past decade,
an increasing number
of users have been
targeted with spear-
phishing attacks and
the social engineering
has grown more
sophisticated over time.

In 2013 the volume
and intensity of

these attacks had
changed considerably
from the previous

year, prolonging the
duration over which

a campaign may last,
rather than intensifying
the attacks in one or
two days as had been
the case previously.
Consequently, the
number of attacks seen
each day has fallen and
other characteristics of
these attacks suggest
this may help to avoid
drawing attention to an
attack campaign that
may be underway.
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Spear-Phishing Email Cloud

Most commonly used words in spear-phishing attacks ’ l .
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This word cloud shows the most frequently occurring words
that have been used in targeted spear-phishing email attacks
throughout 2013. The larger the size of the font, the more
frequently that word was used.
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Targeted Attacks - Web-Based

TARGETED ATTACKS

WEB-BASED

Scanned Websites With Vulnerabilities ...
77°/o

<

/ +25%
f.‘.‘i) M 3

... % of Which Were Critical

A 160/0 %

1 n 8 sites

had critical
unpatched
vulnerabilities

New Vulnerabilities

i 6,787
F

+28

SSL and TLS protocol renogotiation
vulnerabilities were most commonly exploited

Attackers generally
have to find and exploit
a vulnerability in a
legitimate website in
order to gain control and
plant their malicious
payload within the

site. Compromising

a legitimate website
may seem to be a
challenge for many,
but vulnerability scans
of public websites
carried out in 2013

by Symantec’s

Website Vulnerability
Assessment Services
found that 77 percent
of sites contained
vulnerabilities.

Of this, 16 percent were
classified as critical
vulnerabilities that
could allow attackers

to access sensitive
data, alter the website’s
content, or compromise
visitors’ computers.
This means that when
an attacker looks for a
site to compromise, one
in eight sites makes it
relatively easy to gain
access.

The most commonly
exploited vulnerabilities
related to SSL and TLS
protocol renegotiation.
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2013 IN NUMBERS

Websites Found With Malware »

1.566

2013

Zero-day Vulnerabilities
+64%

23 software vulnerabilities were zero-day,
5 of which were for Java

97% of attacks using exploits for vulnerabilities
identified as zero-day were Java-based

Top-5 zero-day vulnerabilities

. Oracle Java SE CVE-2013-1493 54%
o E—

[ oracle Java Runtime Environment CVE-2013-2423 27%
19 days R
B oracle Java Runtime Environment CVE-2013-0422 16%

THOUSANDS

Total time of exposure
for top 5 zero-days B Microsoft Internet Explorer CVE-2013-1347 1%

. Microsoft Internet Explorer CVE-2013-3893 <1%

—

4 days
Average time
to patch

NUMBER OF ATTACKS DETECTED

NUMBER OF DAYS AFTER VULNERABILITY PUBLICATION

Malware was found

on 1in 566 websites
scanned by Symantec’s
Website Vulnerability
Assessment Service in
combination with the
daily malware scanning
service.

97 percent of attacks
using exploits for
vulnerabilities initially
identified as zero-days
were Java-based. The
total time between a
zero-day vulnerability
being published and
the required patch
being published was
19 days for the top-five
most-exploited zero-
day vulnerabilities. The
average time between
publication and patch
was 4 days.

Zero-day vulnerabilities
are frequently used

in watering-hole
web-based targeted
attacks. Attackers can
quickly switch to using
a new exploit for an
unpublished zero-day
vulnerability once an
attack is discovered
and the vulnerability
published.
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Targeted Attacks

The use of malware specifically to steal sensitive or confidential information from organizations
isn’t a new trend; it’s been around for at least the past decade. However the scale of these attacks
has always been relatively low in order to remain below the radar of security technology used to
safeguard against them. A targeted attack uses malware aimed at a specific user or group of users
within a targeted organization and may be delivered through a spear-phishing email, or a form of
drive-by download known as a watering-hole attack. No matter how these attacks are delivered they
are designed to be low in volume, often with malicious components used exclusively in one attack.
Their ultimate goal is to provide a backdoor for the attacker to breach the targeted organization.

In the past these targeted attacks have relied primarily on the spear-phishing element, an email-
based phishing attack is often aimed at an individual or small group of individuals, because

they may have access to sensitive information through their role at a targeted organization. An
important detail with a spear-phishing email is that it often appears to come from someone the
recipient knows, a source they would trust, or contain subject matter the target would be interested
in or is relevant to their role. The social engineering is always refined and well-researched, hence
the attack may be very difficult to recognize without the right technology in place to safeguard
against it.

However, targeted attacks no longer rely as heavily on spear-phishing attacks in order to penetrate
an organization’s defenses. More recently the attackers have expanded their tactics to include
watering-hole attacks, which are legitimate websites that have been compromised for the purpose
of installing targeted malware onto the victim’s computer. These attacks rely almost exclusively
on client-side exploits for zero-day vulnerabilities that the attackers have in their arsenal. Once
the vulnerability the hackers are using has been published, they will often quickly switch to using
another exploit in order to remain undetected.

Changesin 2013

It’s worth looking back at the last few years to see how previous attack trends compare to the ones
in 2013. In 2012 we witnessed a 42 percent increase in the targeted-attack rate when compared to
the previous year. This was a measure of the average number of targeted-attack spear-phishing
emails blocked each day. In 2013 the attack rate appears to have dropped 28 percent, returning to
similar levels seen in 2011.

What appears to have happened is that attacks have become more focused as the attackers

have solidified and streamlined their attack methods. Looking at email-based attack campaigns

in particular,’ the number of distinct campaigns identified by Symantec is up by 91 percent
compared to 2012, and almost six times higher compared to 2011. However, the average number of
attacks per campaign has dropped, down 76 percent when compared to 2012 and 62 percent from
2011. This indicates that while each attack campaign is smaller, there have been many more of
them in 2013.

The number of recipients of spear-phishing emails during a campaign is also lower, at 23 recipients
per campaign, down from 111 in 2012 and 61 in 2011. In contrast, these campaigns are lasting
longer. The average duration of a campaign is 8.2 days, compared to 3 days in 2012 and 4 days in
2011. This could indicate that the attack campaigns are becoming more focused and persistent,
with a reduced number of attempts over a longer period of time in order to better hide the activity.

At a Glance

» Targeted attacks have
become more focused
as attackers have
streamlined their attack
methods.

e The global average
number of spear-phishing
attacks per dayin 2013
was 83.

e Zero-day vulnerabilities,
often used in watering-
hole attacks, reached
their highest levels since
Symantec began tracking
them.

» Hackers were once again
responsible for more
data breaches than any
other source. However,
accidental exposure, as
well as theft or loss, grew
significantly in 2013.

e There were over 552
million identities exposed
in data breaches during
2013.
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Fig. 1

Average Number of Spear-Phishing
Attacks Per Day, 2011-2013

A S 0 D

2011 W2012 W 2013

Spear Phishing

Spear-phishing attacks rely heavily on social engineering to improve their chances of success.
The emails in each case are specially tailored by the attackers to spark the interest of the indi-
vidual being targeted, with the hope that they will open them. For example, an attacker may send
someone working in the financial sector a spear-phishing email that appears to cover some new
financial rules and regulations. If they were targeting someone working in human resources, they
might send spear-phishing emails that include malware-laden résumé attachments.

We’ve also seen some fairly aggressive spear-phishing attacks. In these cases the attacker sent an
email and then followed up with a phone call directly to the target, such as the “Francophoned”
attack from April 2013.%? The attacker impersonated a high-ranking employee, and requested that
the target open an attachment immediately. This assertive method of attack has been reported
more often in 2013 than in previous years.

Attackers will often use both the personal and professional accounts of the individual targeted,
although statistically the victim’s work-related account is more likely to be targeted.

Over the past decade, an increasing number of users have been targeted with spear-phishing
attacks, and the social engineering has grown more sophisticated over time. In analyzing the
patterns and trends in these attacks it is important to look at the profile of the organizations
concerned, most notably to which industry sector they belong, and how large their workforce is.
The net total number of attacks blocked in 2013 is broken down by industry in figure 4 and organi-
zation size in figure 5.

The global average daily
rate of targeted spear-
phishing attacks is 28
percent lower than in 2012,
but two percent higher
than 2011. The figure for
2012 was unusually high,
and attackers seem to
have adjusted their tactics
in 2013 in an attempt to
reduce their footprint. The
average rates for 2013
returned to levels on par
with previous years.

The global average number
of spear-phishing attacks
per day in 2013 was 83,
compared with 116 in 2012
and 82in2011.

The spear-phishing attack
rate reached a peak of 188
attacks per day in the month
of August, compared with
the peak of 227 in June of
the previous year.


http://www.symantec.com/connect/blogs/francophoned-sophisticated-social-engineering-attack
http://www.symantec.com/connect/blogs/francophoned-sophisticated-social-engineering-attack
http://www.symantec.com/connect/blogs/francophoned-sophisticated-social-engineering-attack

p. 27

Symantec Corporation
Internet Security Threat Report 2014 :: Volume 19

TARGETED ATTACKS + DATA BREACHES

EMAIL CAMPAIGNS

2011 - 2013

2013
vs 2012

Campaigns 779 408 +91% 165 +472%

Average Number

of Email Attacks 29 122 78
Per Campagn

Recipients per
i 23 111 61

Average Duration

of a Campaign 8.2 +173% 4 +105%
(in days)

In 2013 the volume and intensity of spear phishing targeted email campaigns changed considerably
from the previous year, extending the duration over which a campaign may last, rather than
intensifying the attacks in one or two days as had been the case previously. Consequently, the number
of attacks seen each day has fallen and other characteristics of these attacks suggest this may help to
avoid drawing attention to an attack campaign that may be underway.


http://www.symantec.com/connect/blogs/francophoned-sophisticated-social-engineering-attack
http://www.symantec.com/connect/blogs/francophoned-sophisticated-social-engineering-attack
http://www.symantec.com/connect/blogs/francophoned-sophisticated-social-engineering-attack
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TARGETED ATTACK

KEY STAGES

01 INCURSION The attacker gains entry to the targeted organization. This is often preceded
by reconnaissance activities where the attacker is looking for a suitable social engineering tactic.

\>m0>°""|

02 DISCOVERY oO0nce the attacker has gained entry, they will seek to maintain that access
as well as discover what data and other valuable resources they may wish to access.

d » & > id

03 CAPTURE o0nce the valuable data has been discovered and identified, the
attacker will find a way to collect and gather that data before trying to exfiltrate it. ' 4

oot| > @R )

04 EXFILTRATION The attacker will find a mechanism to steal the

data from the targeted organization. This may be by uploading it to a remote
server or website the attackers have access to. More covert methods may
involve encryption and steganography, to further obfuscate the exfiltration
process, such as hiding data inside DNS request packets.
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However just because an industry or organization of a particular size receives a large number of
attacks doesn’t necessarily mean that it was at an elevated risk, or that someone working in that Politics and
industry or organization had a high probability of being targeted. The probability was determined Targeted Attacks
by looking at a group of people who have been targeted and comparing this number against a
control group for that industry or organization size. Furthermore, it was important to look not
only at the attacks themselves, but also to examine the email traffic of other customers in the same
sectors and of the same organizational size. In this way, for the first time, Symantec was able to
report on the odds of any particular organization being targeted in such an attack, based on their
industry and size.

While correlation doesn’t
always equal causation,
it’s often quite interest-
ing never-the-less. This
is especially true in the
amalgamous region of
targeted attacks, where
it’s difficult to prove
motive. A good example
. of this came this year
Top-Ten Industries Targeted after negotiations

in Spear-Phishing Attacks, 2013 concerning an energy
partnership between two
nation states. Sadly the
negotiations broke down,
Public Administration (Gov.) ; but what folftved Was

a significant increase in
the number of targeted

Services — Professional attacks against the
Energy sector.

Services — Non-Traditional

Manufacturing

Finance, Insurance
& Real Estate

e Public Administration®*

Transportation, Gas, topped the industries
Communications, Electric targeted in 2013,
comprising 16 percent of all
attacks.

Wholesale
e Services, both professional

and non-traditional,®*
Retail came in second and third,
respectively, in the overall
number of attacks.

Construction
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Spear-Phishing Attacks by Size of Targeted Organization, 2011 - 2013

2,501+
Employees

1,501 to 2,500 //

1,001 to 1,500 G4

501 to 1,000 // /
251 t0 500 //

1to 250 18%

» Targeted attacks aimed at small businesses (1-250 employees)
in 2013 accounted for 30 percent of all such attacks, compared
with 31 percent in 2012 and 18 percent in 2011. Despite the
overall average being almost unchanged, the trend shows that the
proportion of attacks at organizations of this size was increasing
throughout the year, peaking at 53 percent in November.

e If businesses with 1-250 and 251-500 employees are combined,
the proportion of attacks is 41 percent of all attacks, compared
with 36 percent in 2012.

1

_

.
_

30%

Large enterprises comprising over 2,500+ employees accounted
for 39 percent of all targeted attacks, compared with 50 percent
in 2012 and 2011. The frontline in these attacks moved along
the supply chain department. Large enterprises were more likely
to be targeted though watering-hole attacks than through spear
phishing.
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For example, in 2013, 1 in 54 Symantec.cloud customers were targeted with at least one spear-
phishing email. The seriousness of attempted spear-phishing attacks is even clearer, using the Theft in the Middle
same methodology, when comparing these numbers to the annual risk of an office fire. of the Night

The odds of a building catching fire are, at worst, around one in 161.%°

These odds change depending on the industry, the size of the organization, and an individual’s
role within the organization. This risk can be calculated using epidemiology concepts commonly
applied to public health issues,’® in this case applying them to the industry and job role. Epide-
miology is frequently used in medicine to analyze how often diseases occur in different groups of
people and why. In this way, if targeted attacks are considered to be disease agents, it is possible
to determine which groups are more or less at risk based on exposure to the disease. In this case,

On occasion, evidence of
a cybercrime comes from
an unexpected source.
One company in the
financial sector noticed
an unusual early morning
money transfer on a
particular day, and from
a particular computer.

Risk of Job Role Impact by Targeted Attack m The company decided to

a - . . check the CCTV footage
Sent by Spear-Phishing Email and diccovered that

there was no one sitting
at the computer at the
R- k time of the transac-

1S tion. A back door Trojan
was discovered during
the examination of the

€ d , computer. The threat was

H |gh : - removed, but not before
the attackers behind
the attack made off with
more than €60,000.

Fig. 6

Medium

e Personal assistants, people working in the media, and senior
managers are currently most at risk of being targeted by a spear-
phishing campaign, based on observations in 2013.

e (C-level executives, recruitment, and research and development
are less likely to be targeted in the near future solely because
of their job role.
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Ratio of Organizations in an Industry
Impacted by Targeted Attack

Sent by Spear-Phishing Email

Risk

.n

High /%%/
anisng

e

Medium [

Fmance/l/

we were not just focused on the organizations being targeted within a particular sector, but on
other organizations within the same industry which may not be targeted. In this way we were able
to more accurately determine the odds ratio for any one type of organization being targeted. It’s
similar to the way risk is calculated for diseases such as lung cancer, and calculating the probability
of developing the disease from exposure to tobacco smoke.

Of course an organization’s risk will either rise or fall depending on their industry and number of
employees (figure 8). For the individual, another factor will be their job role, as shown in figure 6.

Mining, Manufacturing, and
Public Administration were
high-risk industries based on
observations made in 2013.
For example, approximately
1in 3 Symantec.cloud
customers in these sectors
were subjected to one

or more targeted spear-
phishing attacks in 2013.

Although only 0.9 percent
(1in110) of all spear-
phishing attacks were aimed
at the Mining sector in
2013, one-third of Mining
organizations were targeted
at least once. This indicates
a high likelihood of being
targeted, but the frequency
and volume of attacks is
relatively low compared to
other sectors.

Similarly Wholesale,
Transportation, and Finance
may be classified as
medium-risk industries.

Non-traditional services,
Construction, and
Agriculture fell below the
base line, which means
that the organizations in
these industry sectors
were unlikely to have been
targeted solely for being in
that sector.
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Ratio of Organizations Targeted by Industry Size
Sent by Spear-Phishing Email

Risk

2.500+ /

SCONNNN 5012500
1,001/-),//:@7 7 //’
501-1,009/ /

Medium 251—50/ 7

/
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Fig. 9
Analysis of Spear-Phishing Emails
Used in Targeted Attacks

p. 33

Symantec Corporation

Internet Security Threat Report 2014 :: Volume 19

TARGETED ATTACKS + DATA BREACHES

The larger the company, the
greater risk of receiving a
spear-phishing email.

One in 2.3 organizations
with 2500+ employees
were targeted in at least
one or more spear-phishing
attacks, while 1 in 5 small
or medium businesses were
targeted in this way.

e More than 50 percent of email attachments used in spear-
Executable type 2013 2012 phishing attacks contained executable files in 2013.

.exe 31.3% 39% e Microsoft Word and PDF documents were both used regularly,

making up 7.9 and 5.3 percent of attachments respectively.

However, these percentages are both down from 2012.

e Java .class files also made up 4.7 percent of email attachments

.scr 18.4% 2%
.doc 7.9% 34%
.pdf 5.3% 11%
.class 4.7% <1%
ipg 3.8% <1%
.dmp 2.7% 1%
dll 1.8% 1%
.au3 1.7% <1%

xls 1.2% 5%

used in spear-phishing attacks.
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Watering Holes

In 2013, the most sophisticated form of targeted attacks made use of “watering holes”. First docu-
mented in 2011,% this attack technique requires the attackers to infiltrate a legitimate site visited
by their target, plant malicious code, and then lie in wait. As a drive-by download tactic, it can

be incredibly potent. For example, the Hidden Lynx® attacks infected approximately 4,000 users
in one month alone. In some cases other visitors to a watering-hole site may not be the intended
target, and are therefore either served with other forms of malware or no malware at all, rather
than being subjected to the attack reserved for the primary target. This illustrates that while
effective, watering holes may be used as a longer-term tactic, requiring a degree of patience on the
part of the attackers as they wait for their intended target to visit the site unprompted.

To set up a watering hole, attackers generally have to find and exploit a vulnerability in a legitimate
website in order to gain control and plant their malicious payload within the site. Compromising a
legitimate website may seem to be a challenge for many, but vulnerability scans of public websites
carried out in 2013 by Symantec’s Website Security Solutions division'® found that 77 percent of
sites contained vulnerabilities. Of these, 16 percent were classified as critical vulnerabilities that
allow attackers to either access sensitive data, alter website content, or compromise a visitor’s
computers. This means that when an attacker looked for a site to compromise, one in eight sites
made it relatively easy to gain access.

When a website is compromised, the attackers are able to monitor the logs of the compromised
site in order to see who is visiting the website. For instance, if they are targeting organizations
in the defense industry, they may look for IP addresses of known defense contractors. If these IP
addresses are found in the traffic logs, they may then use the website as a watering hole.

Fig. 10

Zero-day Vulnerabilities, Annual Total,
2006 - 2013

2007 2008 2009 2010 2011 2012



http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/hidden_lynx.pdf
http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/hidden_lynx.pdf
http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/hidden_lynx.pdf
http://www.symantec.com/en/aa/theme.jsp?themeid=ssl-resources
http://www.symantec.com/en/aa/theme.jsp?themeid=ssl-resources
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Fig. 11

Top-Five Zero-day Vulnerabilities

E— —

19 days 4 days

Total time of exposure Average time
for top 5 zero-days to patch

THOUSANDS

NUMBER OF ATTACKS DETECTED

CECEEEEEEEEEE PR e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ey
0 NUMBER OF DAYS AFTER VULNERABILITY PUBLICATION 90

. Oracle Java SE CVE-2013-1493
Remote Code Execution Vulnerability: 54%

Oracle Java Runtime Environment CVE-2013-2423
Security Bypass Vulnerability: 27%

Oracle Java Runtime Environment CVE-2013-0422
Multiple Remote Code Execution Vulnerabilities: 16%

Microsoft Internet Explorer CVE-2013-1347
Use-After-Free Remote Code Execution Vulnerability: 1%

. Microsoft Internet Explorer CVE-2013-3893
Memory Corruption Vulnerability: <1%

The chart above shows the malicious activity blocked by Symantec endpoint technology for the most
frequently exploited vulnerabilities that were identified as zero-days in 2013.

Within the first 5-days after publication, Symantec blocked 20,813 potential attacks, which grew to
37,555 after 10 days. Within 30 days the total for the top five was 174,651.

For some zero-day vulnerabilities, there was a higher amount of malicious activity very soon after
publication, an indication of exploits being available in the wild before the vulnerability was documented.
For example, with CVE-2013-0422 after five days Symantec had blocked 20,484 malicious actions
against that vulnerability, and 100,013 after just 30 days.
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Attackers can even send the malicious payloads to particular IP address ranges they wish to
target, in order to minimize the level of collateral damage from other people visiting the site
which potentially draws attention to the existence of the attack.

Watering holes rely heavily on exploiting zero-day vulnerabilities because the chances of the
attack being discovered are low. The number of zero-day vulnerabilities which were used in
attacks during 2013 increased, with 23 new ones discovered during the year. This is an increase
from the 14 that were discovered in 2012, and the highest figure since Symantec began tracking
zero-day vulnerabilities in 2006.

In 2013 the majority of attacks that used zero-day vulnerabilities focused on Java. Java held the
top three spots in exploited zero-day vulnerabilities, responsible for 97 percent of attacks that
used zero-day vulnerabilities after they were disclosed. When looking at the top five zero-day
vulnerabilities, the average exposure window between disclosure and an official patch was 3.8
days, and comprised a total of 19 days where users were left exposed.

One reason why watering-hole attacks are becoming more popular is that users aren’t instinc-
tively suspicious of legitimate websites that they know and trust. In general such attacks are

set up on legitimate websites that contain specific content of interest to the individual or group
being targeted. The use of zero-day vulnerabilities on legitimate websites made watering holes a
very attractive method for attackers with the resources to orchestrate such an attack.

Network Discovery and Data Capture

If attackers successfully compromise an organization they may traverse the network, attempt to
gain access to the domain controller, find documents of interest, and exfiltrate the data. Down-
loaders were popular tools used to gain further control within an organization’s network. Often
referred to as “stage-one back doors”, these highly versatile forms of malicious code allow the
download of other different malware, depending on what may be needed to carry out their objec-
tives. The main reason that attackers use downloaders is that they're lightweight and easy to
propagate. Once a downloader enters a network it will, by definition, download more traditional
payloads such as Trojan horses to scan the network, keyloggers to steal information typed into
compromised computers, and back doors that can send stolen data back to the attacker.

Once on the network, an attacker’s goal is generally to traverse it further and gain access to
various systems. Info-stealing Trojans are one of the more common payloads that an attacker
will deliver. These Trojans quietly sit on compromised computers gathering account details.
Password-dumping tools are used as well, especially when encountering an encrypted cache of
passwords. These tools allow an attacker to copy encrypted (or “hashed”) passwords and attempt
to “pass the hash,” as it is known, to exploit potentially vulnerable systems on the network.

The goal for the attacker is to gain elevated privileges on systems on the network that appeal to
them, such as FTP access, email servers, domain controllers, and so on. Attackers can use these
details to log into these systems, continue to traverse the network, or use them to exfiltrate data.

It’s Not Just a
Game Anymore

Video game companies
have become the target
of attackers, but for
more than just to steal
virtual currencies, as
we’ve seen in previous
years. It appears there
has been a concerted
effort by hacking groups
to steal the source

code of popular games,
particularly those in the
massively-multiplayer
online role-playing game
(MMORPG) genre. The
hackers appear to have
gained access through
forged digital certifi-
cates, after which point
they stole source code.
The motive for doing so
remains unclear, though it
could be to monitor game
users or simply to steal
the intellectual property.
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Case Study: Point of Sale Attacks

One of the most notable incidents in
2013 was caused by a targeted attack
exploiting a retailer’s point of sale (PoS)
systems. This resulted in a significant
breach of confidential customer records.
These PoS systems handle customer
transactions through cash or credit
cards. When a customer swipes their
credit or debit card at a PoS system,
their data is sent through the company’s
networks in order to reach the payment
processor. Depending on how the system
is set up, attackers could take advantage
of a number of flaws within the networks
to ultimately allow them to get to their
targeted data.

01 First, the attacker needs to gain access to
the corporation’s network that provides
access to the PoS systems.

02 Once the attacker has established a
beachhead into the network, they will need
to get to their targeted systems. To achieve
this, the attacker needs to either attempt
to exploit vulnerabilities using brute-force
attacks or steal privileged credentials from
an employee through an information-
stealing Trojan.

03 The attacker must then plant malware
that steals sensitive financial data, such
as network-sniffing tools, which steal
credit card numbers as they move through
internal unencrypted networks, or RAM-
scraping malware, which gather credit card
numbers as the computer reads them.

04 Once the malware is planted, the attacker
needs to wait until enough financial data is
collected before exfiltrating it. The stolen
data is stored locally and is disguised by
obfuscating file names and encrypting
data. The attacker can also use the stolen
administrator credentials to delete log files
or disable monitoring software to cover
their tracks.

05 When the time comes for the attacker to
exfiltrate the data, they may use a hijacked
internal system to act as their staging
server. The stolen data will be passed to this
server and when the time comes, the details
will be transferred through any number
of other internal systems before reaching
an external system under the attacker’s
control.
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Data Breaches

We’ve seen a shift in 2013 in the causes of data breaches. When thinking of a data breach,

what often comes to mind are outside attackers penetrating an organization’s defense. Hacking
continues to lead in terms of the number of breach causes, comprising 35 percent of data breaches
in 2013, but this is down from 2012. At 28 percent, accidental disclosure is up 5 percentage points
from 2012 and theft or loss is close behind it, up 4 percentage points to 27 percent.

There are many situations where data is exposed by the information leaving the organization
silently. Sometimes it’s a well-meaning employee simply hoping to work from home by sending a
spreadsheet through third-party web-based email, a cloud service, or simply by copying the files to
a USB drive.

Alternatively system glitches may expose data to users who should not be able to see or share such
material. For instance, users may be granted permissions on company storage resources that are
higher than necessary, thus granting them too much access rather than just enough to do what
they need. Privileged users, such as those granted administrative rights on work computers, are

e Hacking was the leading

Top Causes of Data Breach, 2013 a source for reported
Number identities exposed in
. 2013: Hackers were also
of Incidents
number of identities
exposed, responsible for 35
percent of the incidents and
Accidentally exposed in data breach
Made Public 7 2 incidents during 2013.
e The average number of

responsible for the largest
%
Hackers / 34% 87
- 76 percent of the identities
identities exposed per data

Theft or Loss

of Co.m puter 69 breach for hacking incidents

or Drive was approximately 4.7
million.

Insider Theft  Theftor loss of a device was
ranked third, and accounted
for 27 percent of data

Unknown breach incidents.
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Fig. 13

Timeline of Data Breaches, 2013
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e There were 253 data breach incidents recorded by the Norton Cybercrime Index for 2013, and a total of
552,018,539 identities exposed as a result

» The average number of identities exposed per incident was 2,181,891, compared with 604,826 in 2012
(an increase of over 2.5 times)

e The median number of identities exposed was 6,777 compared with 8,350 in 2012. The median is a
useful measure as it eliminates extreme values caused by the most notable incidents, which may not
necessarily be typical.

e The number of incidents that resulted in 10 million or more identities being exposed in 2013 was eight,
compared with only one in 2012.
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often more responsible for breaches than external hackers. These users try to access data they
shouldn’t have access to or tamper with protections, such as data loss prevention software meant
to keep sensitive data from leaving the organization’s network.

In many of these cases the employee does not believe that they are putting the company at risk.
In fact, according to a survey conducted by Symantec and The Ponemon Institute, 53 percent of
employees believe this practice is acceptable because it doesn’t harm the company.'!

That’s not to say that attacks from hackers have suddenly slowed. In 2013 there were three record-
breaking data breaches, where the numbers of identities exposed was in the hundreds of millions.
These massive breaches highlight the importance of having defenses in place to keep outside
intruders out as well as systems set up to stop sensitive information from leaving the network.

According to the 2013 Cost of a Data Breach study, published by Symantec and the Ponemon
Institute,'? the cost of the average consolidated data breach incident increased from US$130
to US$136. However, this number can vary depending on the country, where German and US
companies experienced much higher costs at US$199 and US$188, respectively.

Consequences of a Data Breach

Data theft is not a victimless crime. Data breaches pose major consequences for both the corpora-
tions that experience them and the consumers who are victims of them.

Risks for the Corporations

If a company suffers a major data breach, it can face severe repercussions that could impact its
business. First, there are the reputational damages that come with a data breach. The incident
could cause consumers to lose trust in the company and move to their competitors’ businesses.

If the company suffered a large data breach it’s likely to receive extensive media coverage, further
damaging the corporation’s reputation.

If the customers decide that the company was at fault for failing to protect their information from
theft, they could file a class action lawsuit against the breached firm. For example, a class action
lawsuit is being taken against a health insurer over the theft of two unencrypted laptop computers
which held data belonging to 840,000 of its members.

Affected corporations could have other financial concerns beyond legal matters. We believe that
on average, US companies paid US$188 per breached record over a period of two years. The only
country hit with a bigger price tag was Germany, at US$199 per breached record. This price rose
if the data breach was caused by a malicious attack. In these cases, US firms paid US$277 per
breached record over two years, while German firms paid US$214 per record. These expenses
covered detection, escalation, notification and after-the-fact response, such as offering data moni-
toring services to affected customers.

One US medical records company was driven to bankruptcy after a break-in which led to the
exposure of addresses, social security numbers, and medical diagnoses of 14,000 people. When
explaining its decision to file for Chapter 7 bankruptcy protection, the company said that the cost
of dealing with the data breach was “prohibitive.”

TARGETED ATTACKS + DATA BREACHES



http://www.symantec.com/about/news/release/article.jsp?prid=20130206_01
http://www.symantec.com/about/news/release/article.jsp?prid=20130206_01
http://www.symantec.com/about/news/release/article.jsp?prid=20130206_01

p. 42

Symantec Corporation
Internet Security Threat Report 2014 :: Volume 19

TARGETED ATTACKS + DATA BREACHES

Risks for the Consumers

Ultimately, consumers are the real victims of data breaches, as they face many serious risks as a
result of this cybercrime.

One unintended risk for consumers whose data was stolen in this way is that their other online
accounts could be compromised. Attackers use a victim’s personal details to try to gain access
to other accounts of more value, for example, through password reset features on websites.
Depending on the stolen information, attackers could use the data to authorize bank account
transfers to accounts under their control. They could also use victims’ financial details to create
fraudulent credit or debit cards and steal their money.

Consumers’ own lax password habits could also cause several of their accounts to be compromised
as the result of a data breach. If an attacker manages to obtain email addresses and passwords for
one service as a result of a data breach, they could use this data to attempt to log in to other online
services.

Medical identity theft could have a huge impact on the consumer, potentially costing victims
thousands of dollars, putting their health coverage at risk, causing legal problems, or leading to the
creation of inaccurate medical records. Attackers can use health insurance information, personal
details, and social security numbers to make false claims on their victims’ health insurance. They
could take advantage of this data to get free medical treatment at the victims’ cost, or even to
obtain addictive prescription drugs for themselves or to sell to others. According to our data, the
healthcare sector contained the largest number of disclosed data breaches in 2013 at 37 percent of
those disclosed.

Why does it appear that the Healthcare sector is subject to a higher number of data breaches? One
consideration is that few other industries can lay claim to needing to store such a variety of person-
ally identifiable information about clients. By targeting a hospital’s records, an attacker can easily
gather a lot of personal information from these sources, especially if their goal is identity theft.

On the other hand, the healthcare industry is one of the most highly regulated industries, and
required to disclose when and where a breach occurs. These sorts of disclosures garner lots of
media attention. In contrast, many industries are less forthcoming when a breach occurs. For
instance, if a company has trade secrets compromised, which doesn’t necessarily impact clients or
customers directly, they may not be quite as forthcoming with the information. Whatever the case,
at 44 percent Healthcare continues to top our list of industries most impacted by data breaches.

Digital Privacy Concerns

If there ever was any question that governments are monitoring Internet traffic, a spotlight was
cast on the subject in 2013. A variety of leaks during the year showed that, for better or for worse,
there are agencies in the world who are largely gathering anything and everything they can.

In some cases it’s one nation state monitoring another. In others it’s a nation state monitoring the
communications of its own citizens. While some governments have been thrust into the spotlight
more than others, there’s no question that it is happening in many places. Online monitoring was a
major security and privacy talking point in 2013.

From June 2013, several news reports were released containing new information on the US
National Security Agency’s (NSA) data surveillance programs. More are yet to come, considering
the sheer magnitude of documents leaked by Edward Snowden, the former NSA contractor who
released the data. The documents claimed that over the course of several years the NSA collected
metadata from phone calls and major online services, accessed the fiber-optic networks that
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connected global data centers, attempted to circumvent widely-used Internet encryption technolo-
gies, and stored vast amounts of metadata gathered as part of these programs.

The US wasn’t the only country engaged in cyber-espionage activities in 2013. The Snowden leaks
also pointed the finger at the United Kingdom’s Government Communications Headquarters
(GCHQ), and the monitoring activities of other European spying agencies have come to light as
well. In other parts of the globe, Symantec uncovered a professional hackers-for-hire group with
advanced capabilities known as Hidden Lynx. The group may have worked for nation states, as

the information that they targeted includes knowledge and technologies that would benefit other
countries. Russia’s intelligence forces were also accused of gaining access to corporate networks in
the US, Asia, and Europe.

What'’s important to note is that the released data leading to many of the year’s online monitor-
ing stories was brought to the public from someone who was a contractor rather than a full-time
employee, and considered a trusted member of the organization. These organizations also
appeared to lack strong measures in place to prevent such data leaks, such as data loss prevention
systems.

Unlike external attackers, insiders may already possess privileged access to sensitive customer
information, meaning they don’t have to go to the trouble of stealing login credentials from
someone else. They also have knowledge of the inner workings of a company, so if they know that
their organization has lax security practices they may believe that they could get away with data
theft unscathed. Our recent research conducted with the Ponemon Institute says that 51 percent of
employees claim that it’s acceptable to transfer corporate data to their personal computers, as their
organizations don’t strictly enforce data security policies. Insiders could earn a lot of money for
selling customer details, which may be motivation enough to risk their careers.

There are two big issues with online monitoring today, not just for governments, but also for
organizations and ordinary citizens: Personal digital privacy, and the use of malware or spyware.
It’s clear that governments are monitoring communications on the internet, leading more Internet
users to look into encryption to protect their communications and online activities. What’s more
troubling for those concerned about safeguarding their privacy is that nation states have largely
adopted the same techniques as traditional attackers, using exploits and delivering malicious
binaries. From a security perspective, there is very little difference between these techniques,
targeted attacks, and cybercrime in general.
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E-crime and Cyber Security

The use of computers and electronic communications equipment in an attempt to commit criminal
activities, often to generate money, is generally referred to as e-crime and it continues to play a
pivotal role in the threat landscape. The scope of what is covered by e-crime has also changed and
expanded over the years and now includes a variety of other potentially illegal activities that may
be conducted online, such as cyber bullying, the hijacking of personal data, and the theft of intel-
lectual property.

The threats used to carry out the more traditional e-crime attacks rely heavily on social engineer-
ing in order to succeed, and may be delivered in one of two ways; through web-based activity,
drive-by downloads, or by email; similar to the way spam campaigns are conducted.

The criminals behind these e-crime attacks are well organized, having a sophisticated malicious
distribution network behind them. This plays out in a format where different attackers carry out
different tasks. One group will focus on compromising computers, another will configure and
administer those computers to carry out various malicious activities, while yet another will broker
deals for renting the use of those compromised computers to other cybercriminals.

Botnets and the Rental Market

Cybercriminals involved in e-crime generally start out by working to get malware onto computers,
turning them into “zombies” with the aim of adding them to larger networks of similarly compro-
mised computers, called botnets, or “robot networks”. A botnet can be easily controlled from
a central location, either through a command and control (C&C) server or a peer to peer (P2P)
network. Zombie computers connected to the same C&C channels become part of the same botnet.

Botnets are an extremely potent asset for criminals because they can be used for a wide variety of
purposes, such as sending spam emails, stealing banking information, conducting a distributed
denial-of-service (DDoS) attacks against a website, or a variety of other malicious activities. They
have also beco